Developing a Novel Holistic Taxonomy of Security Requirements  by Rjaibi, Neila & Rabai, Latifa Ben Arfa
 Procedia Computer Science  62 ( 2015 )  213 – 220 
Available online at www.sciencedirect.com
1877-0509 © 2015 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).









'HILQLQJ VHFXULW\ UHTXLUHPHQWV LV RI SULPH LPSRUWDQFH IRU DOO V\VWHPV ZH XVXDOO\ VWXG\ WKH JHQHULF RQHV OLNH
FRQILGHQWLDOLW\LQWHJULW\DYDLODELOLW\DXWKHQWLFDWLRQQRQUHSXGLDWLRQDQGSULYDF\,WLVWKXVLPSHUDWLYHWRHYDOXDWHDOO
WKH SRVVLEOH H[WHQGHG UHTXLUHPHQWV $ OLWHUDWXUH UHYLHZ KDV VKRZQ WKDW WKHUH DUH YDULRXV DQG GLIIHUHQW VHFXULW\
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IRU HTXLSPHQW GDWD LQIRUPDWLRQ DQG DSSOLFDWLRQV WR PHHW VHFXULW\ SROLF\   2QH RI WKH PDMRU FRQFHUQV RI





7KH GHILQLWLRQ RI VHFXULW\ UHTXLUHPHQWV LV SULPRUGLDO ZH XVXDOO\ VWXG\ WKH JHQHULF DQG VWDQGDUG RQHV OLNH




UHTXLUHPHQWGHILQLWLRQ ,QDGGLWLRQ LW VXSSRUWVGHVLJQHUVDQGSURJUDPPHUVZLWKDPRUHSUHFLVHNQRZOHGJHRI WKH
VHFXULW\UHTXLUHPHQWFRQVWUDLQWV
2XU ILUVW PDMRU IRFXV LV WR SURSRVH QRYHO VHFXULW\ UHTXLUHPHQWV WD[RQRP\ DW WZR OHYHOV RI DEVWUDFWLRQ WKDW









XV PRUH FODULW\ DQG SHUWLQHQFH 7KLV UHILQHPHQW SURFHVV LV UHFRPPHQGHG WR SURYLGHPRUH GHWDLOV DERXW VHFXULW\
JXLGHOLQHVDQGLWVQHFHVVLW\LQRWKHUFDVHVZKHQVSHFLILFDWLRQLVUHODWHGWRWKHV\VWHPIRUH[DPSOHWKHWHFKQLFDORQH
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+RZHYHU LW GRHV QRW FRQVLGHU RWKHU VLJQLILFDQW VHFXULW\ UHTXLUHPHQWV QDPHO\ DFFHVV FRQWURO LGHQWLILFDWLRQ
DXWKRUL]DWLRQDYDLODELOLW\LQWHJULW\SULYDF\
 7KH7D[RQRP\RIVHFXULW\TXDOLW\)LUHVPLWK

















IRXQG VL[ JURXSV HDFK RQH FRQWDLQV RQH WR IRXU VHFXULW\ UHTXLUHPHQWV:H OLVW WKH JURXSV DQG WKH UHTXLUHPHQWV













VHFRQG OHYHO 7KH VHFRQG OHYHO FDWHJRULHV H[KLELW PRUH VSHFLILF VHFXULW\ LVVXHV &DOGHUyQ 	0DUWD  EXLOW WKHLU
WD[RQRP\EDVHGRQWKHFRPELQDWLRQRIRWKHUSURSRVHGIUDPHZRUNVDQGVHYHUDOOLWHUDWXUHVXUYH\V
x 1RQUHSXGLDWLRQUHTXLUHPHQWV
x ,QWHJULW\ UHTXLUHPHQWV LV UHILQHG LQ 0RGLILFDWLRQUHTXLUHPHQWV 'HOHWLRQUHTXLUHPHQWV 'DWXP
YDOLGDWLRQUHTXLUHPHQWV ([FHSWLRQKDQGOLQJUHTXLUHPHQWV 3UHUHTXLVLWH UHTXLUHPHQWV 6HSDUDWLRQRI GXW\
UHTXLUHPHQWV7HPSRUDOUHTXLUHPHQWV
x $YDLODELOLW\ UHTXLUHPHQWV LV UHILQHG LQ 5HVSRQVH WLPH UHTXLUHPHQWV ([SLUDWLRQUHTXLUHPHQWV 5HVRXUFH
DOORFDWLRQUHTXLUHPHQWV
x &RQILGHQWLDOLW\ UHTXLUHPHQWV LV UHILQHG LQ (QFU\SWLRQUHTXLUHPHQWV $XWKHQWLFDWLRQUHTXLUHPHQWV
$JJUHJDWLRQUHTXLUHPHQWV $WWULEXWLRQUHTXLUHPHQWV &RQVHQW DQGQRWLILFDWLRQUHTXLUHPHQWV &DUGLQDOLW\
UHTXLUHPHQWV5HTXLUHPHQWVRQWUDFHV
















































































































,GHQWLILFDWLRQ x )LUHVPLWK x )LUHVPLWK
$XWKRUL]DWLRQ x ,62  

x )LUHVPLWK
3K\VLFDO3URWHFWLRQ x )LUHVPLWK   









)DLU([FKDQJH x --XUMHQV   
)UHVKQHVV x --XUMHQV   
6HFXUH,QIRUPDWLRQ)ORZ x --XUMHQV   
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2XU SURSRVHG PRGHO SUHVHQWHG LQ ILJXUH  GHILQHV UHODWHG VHFXULW\ UHTXLUHPHQWV WD[RQRP\ DW WZR OHYHOV RI
DEVWUDFWLRQLWLVEHQHILFLDOLQVWDQGDUGL]LQJDFRPPRQGHILQLWLRQDQGQHHGHGWRVXSSRUWDFRPPRQXQGHUVWDQGLQJRI
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IRXU VHFXULW\ UHTXLUHPHQWV QDPHO\ PDQDJHDEOH VHFXULW\ DYDLODEOH VHFXULW\ DQG FRQVLVWHQW $3,V $SSOLFDWLRQ
3URJUDPPLQJ,QWHUIDFHVDQGUHGXFHULVNV7KLVFODVVLILFDWLRQLVSUHVHQWHGE\0HDGDQG+RXJK
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PHWULFDQG WKHQSUHVHQWDQRYHUYLHZRIDOO WKHSRVVLEOH VHFXULW\SUREOHPVFKDOOHQJHVDQG WKHLU VSHFLILF VROXWLRQV
DFFRUGLQJWRWKHQRYHOVHFXULW\UHTXLUHPHQWWD[RQRP\
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